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tenance opportunity, the CMTS responds with another con-
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METHOD AND SYSTEM FOR DENYING
CABLE MODEM ACCESS TO A BROADBAND
NETWORK

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of priority as a continu-
ation of U.S. patent application Ser. No. 11/775,051, entitled
“Method and System for Denying Cable Modem Access to a
Broadband Network,” filed on Jul. 9, 2007, which is a non-
provisional of U.S. Provisional Patent Application Ser. No.
60/819,582 entitled “Method of denying cable modem access
in a DOCSIS broadband access system,” which was filed Jul.
10, 2006, each of which are hereby incorporated herein by
reference in their entirety.

FIELD OF THE INVENTION

This invention relates, generally, to communication net-
works and, more particularly, to cable modems from access-
ing resources over the communication network.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates a flow diagram showing a method for
denying network access to a given user device.

DETAILED DESCRIPTION

As a preliminary matter, it will be readily understood by
those persons skilled in the art that the present invention is
susceptible of broad utility and application. Many methods,
embodiments and adaptations of the present invention other
than those herein described, as well as many variations, modi-
fications, and equivalent arrangements, will be apparent from
or reasonably suggested by the present invention and the
following description thereof, without departing from the
substance or scope of the present invention.

Accordingly, while the present invention has been
described herein in detail in relation to preferred embodi-
ments, it is to be understood that this disclosure is only illus-
trative and exemplary of the present invention and is made
merely for the purposes of providing a full and enabling
disclosure of the invention. The following disclosure is not
intended nor is to be construed to limit the present invention
or otherwise to exclude any such other embodiments, adap-
tations, variations, modifications and equivalent arrange-
ments, the present invention being limited only by the claims
appended hereto and the equivalents thereof.

Turning now to the figures, FIG. 1 illustrates a flow dia-
gram showing a method 100 for denying network access to a
given user device. Method 100 starts at step 105. At step 110,
head end equipment, including a cable modem termination
system (“CMTS”), identifies one or more rogue devices that
is/are associated with a user that is known to have tried to
access bandwidth from the multiple services operator
(“MSO”) that operates the head end equipment. The head end
equipment may base the identification on a unique identifier,
such as, for example, a media access control (“MAC”)
address, of a device that attempts to request and receive band-
width that its associated user has not paid for.

The head end equipment receives an initial range request
from a device desiring unauthorized service at step 120, the
device having a unique MAC address, or other unique iden-
tifier associated with it. Service may be deemed to be unau-
thorized if the unique identifier is associated with an indi-
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vidual that has a current balance. In addition, if more than one
device having the same unique identifier attempts to access
network resources, an administrative procedure may be
undertaken to determine if the one or more devices appearing
to have the same unique identifier are spoofing a legitimate
unique identifier. A device having a unique identifier is asso-
ciated with an account having a balance due, or that appears to
be illegitimately spoofing a legitimate unique identifier, is
referred to as a rogue device.

Instead of processing the request from the rogue device and
performing other operations in connection with the request
for bandwidth from the rogue device, such as, for example,
generating a message that the associated account has a past
due balance and then sending the message to the rogue device,
head end equipment transmits a ranging continue message to
the requesting rogue device at step 130 in response to the
request. It will be appreciated that a range response message,
for example a RNG_RSP message in DOCSIS, typically can
have one of a few different ranging status values, examples of
which include: ‘continue,” ‘abort,” or ‘success.” A cable
modem, for example, does not advance to its ranging and
registration actions until it receives a RNG_RSP with a status
of “success.’ Therefore, continually sending the rogue modem
RNG-RSPs with a status of ‘continue’ keeps that modem
from completing the registration process and coming on line
as an active device. A RNG-RSP with a ‘status’ of continue is
an example of a ranging continue message, continuing range,
range continue or other similar phrase as used herein. It will
be appreciated that although a ranging continue message is
described in the context of a RNG-RSP DOCSIS message
having a particular status, other similar messages used in
networks systems other than DOCSIS networks are also
understood to be referred to by ranging continue, continuing
range, range continue or other similar phrase as used herein.

After sending the ranging continue message at step 130,
head end equipment begins periodically sending periodic
range opportunities to the rogue device, or devices, at step
140. In a DOCSIS network system, periodic ranging oppor-
tunity messages are provided in a MAP sent from the CMTS
to cable modem devices, as known to those skilled in the art.
The periodic range opportunities are typically sent in the map
as unicast opportunities, as compared to an initial range
opportunity that is typically sent as a broadcast opportunity. A
typical period between periodic range opportunities may be
30 seconds.

At step 150, head end equipment determines whether a
rogue device responds during a periodic range opportunity. If
a rogue device responds to a periodic range opportunity, the
head end equipment transmits a ranging continue message in
response to the periodic range request message at step 160.
After step 160, method 100 returns to step 140. At step 140,
another periodic range opportunity is transmitted from the
head end equipment to a rogue device according to a periodic
range opportunity period that may be predetermined by the
MSO. If the determination at step 150 is that a rogue device
did not respond to the periodic range opportunity, method 100
ends at step 170.

These and many other objects and advantages will be
readily apparent to one skilled in the art from the foregoing
specification when read in conjunction with the appended
drawings. It is to be understood that the embodiments herein
illustrated are examples only, and that the scope of the inven-
tion is to be defined solely by the claims when accorded a full
range of equivalents.

What is claimed is:

1. A method for denying a user device access to bandwidth
over a broadband network, comprising:
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receiving a first ranging request message from a user
device in response to a first ranging opportunity;

determining that the first ranging request message is from
a rogue device;

transmitting a ranging continue message to the rogue
device in response to the first ranging request from the
rogue device;

preventing the rogue device from completing registration

by transmitting subsequent ranging continue messages
to the rogue device in response to any further responses
by the rogue device to any subsequent ranging opportu-
nities.

2. The method of claim 1 wherein the user device includes
a cable modem.

3. The method of claim 1 wherein the user device includes
an embedded media terminal adapter.

4. The method of claim 1 wherein the broadband network
comprises a hybrid fiber coaxial network.

5. The method of claim 1 wherein the first ranging continue
message comprises a RNG-RSP message having a status of
‘continue’.

6. The method of claim 1 wherein the first ranging oppor-
tunity comprises an initial broadcast ranging opportunity.

7. The method of claim 1 wherein the first ranging oppor-
tunity comprises a periodic ranging opportunity.

8. The method of claim 1 wherein determining that the first
ranging request message is from a rogue device comprises:

maintaining data that can be used to identify whether a user

device comprises at least one rogue device.

9. The method of claim 8 wherein the data that can be used
to identify whether a user device comprises at least one rogue
device comprises a media access control address.

10. The method of claim 1 wherein the broadband network
comprises a DOCSIS broadband access network.

11. A method for denying a user device access to band-
width service over a broadband network, comprising:

attempting to access unauthorized service;

receiving a first ranging opportunity specified by at least

one bandwidth map;

transmitting a first ranging request message in response to

the first ranging opportunity, wherein the first ranging
request message is associated with receiving a first
response message other than a first ranging continue
message if the user device does not comprise a rogue
device; and

receiving a first ranging continue message in response to

the first ranging request transmitted during the first rang-
ing opportunity; wherein ranging continue messages are
transmitted to prevent rogue devices from completing
registration and subsequent ranging continue messages
are received by the user device in response to any further
responses by the user device to any subsequent ranging
opportunities.
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12. The method of claim 11 wherein the first ranging
opportunity comprises a periodic ranging opportunity.

13. The method of claim 12 further comprising:

receiving an initial broadcast ranging opportunity in at

least one bandwidth map;

transmitting an initial ranging request message in response

to the initial broadcast ranging opportunity, wherein the
initial ranging request message is associated with an
initial response message other than an initial ranging
continue message if the user device does not comprise
the rogue device; and

receiving the initial ranging continue message in response

to the initial ranging request message.

14. A system for denying a user device access to bandwidth
over a broadband network, comprising:

means for attempting to access unauthorized service;

means for maintaining data that identifies whether the

means for attempting to access unauthorized service
comprises a rogue user device;

means for providing the rogue user device a first ranging

opportunity provided in at least one bandwidth map
message;

means for transmitting a first ranging request during the

first ranging opportunity provided in at least one band-
width map message, wherein the first ranging request is
associated with a first response message other than a first
ranging continue message if the user device does not
comprise the rogue user device; and

means for transmitting the first ranging continue message

to the user device in response to the first ranging request
received during the first ranging opportunity; and means
for preventing the rogue device from completing regis-
tration by transmitting subsequent ranging continue
messages to the rogue device in response to any further
responses by the rogue device to any subsequent ranging
opportunities.

15. The system of claim 14 wherein the user device
includes a cable modem.

16. The system of claim 14 wherein the user device
includes an embedded media terminal adapter.

17.The system of claim 14 wherein the broadband network
comprises a hybrid fiber coaxial network.

18. The system of claim 14 wherein the first ranging con-
tinue message comprises a RNG-RSP message having a sta-
tus of ‘continue’.

19. The system of claim 14 wherein the first ranging oppor-
tunity comprises a periodic ranging opportunity.

20. The method of claim 19 further comprising:

means for transmitting an initial broadcast ranging oppor-

tunity in at least one bandwidth map; and

means for transmitting an initial ranging request message

in response to the initial broadcast ranging opportunity.
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